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Tweakable Blockciphers

e Tweak: flexibility to the cipher

o Each tweak gives different permutation

e Three approaches:

e from scratch
e from blockcipher
e from permutation
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Tweakable Blockciphers from Scratch

Hasty Pudding Cipher [Sch98]
e AES submission, “first tweakable cipher”

Mercy [Cro01]
o Disk encryption

Threefish [FLS+07]
e SHA-3 submission Skein

TWEAKEY [JNP14]
o CAESAR submissions Deoxys, Joltik, KIASU
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Tweakable Blockciphers from Blockcipher

e LRW; and LRW, by Liskov et al. (2002):

T Y

e h is XOR-universal hash
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Tweakable Blockciphers from Blockcipher

e XE and XEX by Rogaway (2004):

2037V, (N) 2ITIE(N) 23T E(N)

R

e (a,fB,7,N) is tweak (simplified)
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Tweakable Blockciphers from Permutation

e Minalpher's TEM [STA+14]:

m

223877(k||N @ P(k||N))
1

fan)
vy

P

fan)
vy
o

e (a,fB,7,N) is tweak (simplified)
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Tweakable Blockciphers from Permutation

o Prgst [KLL+14] uses XE(X) with Even-Mansour:

20387V EL(0) 293877 E,(0)

A

with Ey(m) = P(m & k) @ k
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Tweakable Blockciphers from Permutation

o Prgst [KLL+14] uses XE(X) with Even-Mansour:

20387V EL(0) 293877 E,(0)

k (203077 @ 1)k & 223977 P (k)
* |
m E C
m —>p P D> ¢

with Ey(m) = P(m & k) @ k
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Tweakable Blockciphers in CAESAR

k 23TE(N) 293077 By (N) 203971 (k|| N & P(k||N))
k . 1

b

TWEAKEY XE/XEX-inspired TEM-inspired
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Tweakable Blockciphers in CAESAR

k 293PV ER(N) 29387V ER(N)
k \

TWEAKEY XE/XEX—inspired
Deoxys, AEZ, CBA, COBRA,
Joltik, COPA, ELmD, iFeed,
KIASU Marble, OCB, OMD,

OTR, POET, SHELL

plain = first round, bold = second round

22377 (k|[V & P(K| V)
1

b

TEM-inspired

Minalpher,
Prgst
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Tweakable Blockciphers in CAESAR

k 23PTVE(N) 293PV B(N)
k .

293577 (k|| N & P(k||N))
1

o {7}

TWEAKEY XE/XEX-inspired TEM-inspired
Deoxys, AEZ, CBA, COBRA, Minalpher,
Joltik, COPA, ELmD, iFeed, Prgst
KIASU Marble, OCB, OMD,

OTR, POET, SHELL

We generalize this

plain = first round, bold = second round
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XPX

tuk’ D tnP(k) tzlk D tgzP(k’)

Tweak Set
° <t11,t12,t21,t22) from some tweak set T C ({0, 1}”)4
e T can (still) be any set
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XPX

tuk’ D tlgp(k) tzlk’ D tgzP(k’)

Tweak Set
° (tn,tlg,tgl,tgz) from some tweak set T C ({0, 1}”)4
e T can (still) be any set

e Security of XPX strongly depends on choice of T

@ “Stupid” 7T — insecure
® “Normal” 7 — single-key secure
© “Strong” T — related-key secure
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XPX: Valid Tweaks

tuk’ D tlgp(k) tzlk D tgzp(k')

AT
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XPX: Valid Tweaks

0k @ 0P(k) 0k & 0P(k)

AT

(0,0,0,0) € T
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XPX: Valid Tweaks

0k @ 0P(k) 0k & 0P(k)

m P P(m)

(0,0,0,0) € T = XPXx((0,0,0,0),m) = P(m)
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XPX: Valid Tweaks

1k & 0P(k) 1k & 1P(k)

0 P k

(0,0,0,0) € T = XPXx((0,0,0,0),m) = P(m)
(1,0,1,1) e T = XPXx((1,0,1,1),0) = k
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XPX: Valid Tweaks

1k & 0P(k) 0k & 2P (k)

0 P 3P(k)
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XPX: Valid Tweaks

1k & 0P(k) 0k & 2P (k)

0 )z 3P(k)

(0,0,0,0) € T = XPXx((0,0,0,0),m) = P(m)
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XPX: Valid Tweaks

1k @ 0P (k) 0k @ 2P (k)

0 )z 3P(k)

(0,0,0,0) € T = XPXx((0,0,0,0),m) = P(m)
(1,0,1,1) e T = XPX((1,0,1,1),0) = k
(1,0,0,2) € T = XPX.((1,0,0,2),0) = 3P(k)

“Valid” Tweak Sets
e Technical definition to eliminate trivial cases

e Proven to be minimal: 7 invalid = XPX insecure
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XPX: Single-Key Security

(Strong) Tweakable PRP

XPX( | —>| P*

distinguisher D

e Information-theoretic indistinguishability

e 7 ideal tweakable permutation
e P ideal permutation
o [ secret key
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XPX: Single-Key Security

(Strong) Tweakable PRP

XPX( | —>| P*

distinguisher D

e Information-theoretic indistinguishability

e 7 ideal tweakable permutation
e P ideal permutation
o [ secret key

2 .
Tisvalid = XPXis (S)TPRP upto O <q - ‘”)

27L
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XPX: Related-Key Security

Related-Key (Strong) Tweakable PRP

(&)
XPX

o)

e Information-theoretic indistinguishability

distinguisher D

o rkr ideal tweakable related-key permutation

e P ideal permutation
o [ secret key
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XPX: Related-Key Security

Related-Key (Strong) Tweakable PRP

XPXU)| —>| P* rkr () p*

distinguisher D

e Information-theoretic indistinguishability

o rkr ideal tweakable related-key permutation
e P ideal permutation
o [ secret key

o D restricted to some set of key-deriving functions ®
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XPX: Related-Key Security

Key-Deriving Functions (Informal)
e Og: all functions k— k d d
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XPX: Related-Key Security

Key-Deriving Functions (Informal)
e Og: all functions k— k d d
e ®pg: all functions k— k@& 6 or P(k) — P(k)®e
e Note: maskings in XPX are t;1k @ t;o P(k)

Results
if 7 is valid, and for all tweaks: security @
t12 #0 TPRP  ®g4
t12,t22 7& 0 and (tzl,tgg) 7é (0, 1) STPRP (b@
t11,t12 #0 TPRP  ®pg
t11, 12, 21, t22 # 0 STPRP ®pg
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XPX: Security Proof Techniques

Patarin’s H-coefficient Technique
e Each conversation defines a transcript

e Define good and bad transcripts
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XPX: Security Proof Techniques

Patarin’s H-coefficient Technique
e Each conversation defines a transcript

e Define good and bad transcripts

Ad"i{ég?)prp(p) < &+ Pr |bad transcript for (rkr, P)]

T prob. ratio for good transcripts

e Trade-off: define bad transcripts smartly!
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XPX: Security Proof Techniques

Before the Interaction

e Reveal dedicated construction queries

After the Interaction

e Reveal key information
o Single-key: k and P(k)
o D -related-key: k and P(k @ 9)
o ®pg-related-key: k and P(k & d) and P~1(P(k) & ¢)

Bounding the Advantage

e Smart definition of bad transcripts
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XPX Covers Even-Mansour

ik @t P(k) bk @t P(k) k 2

Ak o Al

for T ={(1,0,1,0)}
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XPX Covers Even-Mansour

tuk & tpP(k)  tak @ tyuP(k) i 3

m P c ——————} m P c

for T ={(1,0,1,0)}

e Single-key STPRP secure (surprise?)
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XPX Covers Even-Mansour

tuk D tlgp(]{) tglk’ D tng(l{) k

m

P ¢ — m P

for 7 ={(1,0,1,0)}

e Single-key STPRP secure (surprise?)

e Generally, if |[7| =1, XPX is a normal blockcipher
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XPX Covers XEX With Even-Mansour

tuk D tlgp(k)

tglk D tQQP(]C)

1

(293077 @ 1)k @ 293077 P(k)

m P

A\

forT—{

e (a,fB,7) is in fact the “real” tweak

(203877 @ 1, 223°77
203077 @ 1, 203877

P

fan)
A\
o

(o, B,7) € {XEX—tweaks}}
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XPX Covers XEX With Even-Mansour

tuk D tlgp(]{)

tglk D tng(l{)

1

(22357 & 1)k @ 223577 P(k)

m P

A\

forT—{

e (a,fB,7) is in fact the “real” tweak

(203877 @ 1, 223°77
203077 @ 1, 203877

P

fan)
A\
o

o ®pg-related-key STPRP secure (if 293°77 # 1)

(o, B,7) € {XEX—tweaks}}
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Application to AE: COPA

Ay A, A A, M, My My M®---d&My
%3% %2-3% %2&*23% 20-134, %u %2-% %20“314 %20“3%
Ey, By | - E Ey, By | - Ey, Ey,
L
| """ Ek é AV %4 U T = l A%

L = Ek(0) %211 %2214 %2% %24'1714

e By Andreeva et al. (2014)
e Implicitly based on XEX based on AES
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Application to AE: COPA

M, M, My Mi&---dMy

1 Aa
%3% %2-3% %2&*23% 20-134, %u %2-% %24-1% %2"-13%
Ey, By | - E Ey, By | - Ey, Ey,

L = Ex(0)

e By Andreeva et al. (2014)
e Implicitly based on XEX based on AES

e Prgst-COPA by Kavun et al. (2014):
COPA based on XEX based on Even-Mansour
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Application to AE: COPA

Single-Key Security of COPA

COPA

o()
sk

XEX

()
sk
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Application to AE: COPA

Single-Key Security of COPA

COPA

o()
sk

XEX

o()
sk

Related-Key Security of COPA

e Approach generalizes for any ® (proof in paper)

COPA

XEX

o(5)

P-rk

E
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Application to AE: Prgst-COPA

Single-Key Security of Prgst-COPA

COPA

o()
sk

XEX

()
sk
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Application to AE: Prgst-COPA

Single-Key Security of Prgst-COPA

COPA

o()
sk

XEX

o()
sk

Related-Key Security of Prgst-COPA

COPA

XEX

o(2)

(I’p@-rk
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Application to AE: Prgst-OTR

when m is even

114 Mm — 1] M(m)
21,

Clm 1]
£ = MM -

when m is odd

M(m]

Clm)
©Mm—1)oM(m]
L' =271

¥ = MRoMie

e Prgst-OTR by Kavun et al. (2014):

OTR based on XE based on Even-Mansour
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Application to AE: Prgst-OTR

when m is odd
M(m]

Clm—1] Clm] Clm]
3= MRJoM @ --oMm-20ZaClm| | £ = MEoMU)o---oMm-—1)oM|m]
L'=2"L&d L=2""L

3L when [M(m]| # n

PN bl
N L
-+ when [Ala]| #n | 3L ® 8 when |Mm]| = n
~ i Ex
a2

RS
i 9 when A= ¢
| ™2, whea [Ald] = nj then TA=0"N | TE
) | A o
‘ ™ |
- AFp
T

e Prgst-OTR by Kavun et al. (2014):
OTR based on XE based on Even-Mansour
e Dobraunig et al. (2015): related-key attack on Prgst-OTR
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Application to AE: Prgst-OTR

when m is odd

M(m) M(m]

Cfm
MA@ M1)@---©M(m—1)®M[m]
-1,

Clm 1] Clm]
3 = MRJOM[A@---oM[m-202aCm) | £ =
c=2Les =2

T L when |Mim]| £ n

D
\ 3L° @ 6 when [M[m]| = n
| TE

" o
[msb

APy 1
T

e Prgst-OTR by Kavun et al. (2014):
OTR based on XE based on Even-Mansour
e Dobraunig et al. (2015): related-key attack on Prgst-OTR

e Nonce-based masking: 11k @ t11P(k® N)
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Application to AE: Minalpher

L' = k||flag||0 ® P(k||flag||0)
L = k|flag||N & P(k||flag||N)

e By Sasaki et al. (2014)

e Extra nonce N concatenated to k & s
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Application to AE: Minalpher

I = k|flaglo® P(k|flaglo) L1 [ [P ]
L = k||flag|| N ® P(k||flag||N) 2wtgL B

e By Sasaki et al. (2014)
e Extra nonce N concatenated to &

T
e Based on XPX with 7" = {(2%3%,2%38 223 2235)}
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Application to AE: Minalpher

I = k|flaglo® P(k|flaglo) L1 ][]
L = kllflag| N @ P(k||flag|| N)

e By Sasaki et al. (2014)

e Extra nonce N concatenated to &

T
e Based on XPX with 7" = {(2%3%,2%38 223 2235)}
— 7 9(5)
Minalph. T XPX P
-r
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Application to AE: Minalpher

I = k|flaglo® P(k|flaglo) L1 [ [P ]
L = kl|flag| N @ P(k||flag|| N)

e By Sasaki et al. (2014)

e Extra nonce N concatenated to &

T
e Based on XPX with 7" = {(2%3%,2%38 223 2235)}
2
__oz) of5)
Minalph.| —— | XPX | —= P
P-rk P pg-rk
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Application to MAC: Chaskey

e By Mouha et al. (2014)

&
B
I

Pmaok)®dk
P(m @ 3k) © 2k
P(m @ 5k) @ 4k

e Original proof based on 3 EM’s: ¢ Ej(m)
Ejy.(m)
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Application to MAC: Chaskey

e By Mouha et al. (2014)

Ex(m)=Pmak)dk
e Original proof based on 3 EM’s: ¢ Ei(m) = P(m @ 3k) @ 2k
Ep(m) = P(m & 5k) & 4k

e Equivalent to XPX with 7 = {(1,0,1,0),(3,0,2,0), (5,0,4,0)}
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Application to MAC: Chaskey

e By Mouha et al. (2014)

e Original proof based on 3 EM'’s:

Chaskey

XPX

Pmaok)®dk
P(m @ 3k) © 2k
P(m @ 5k) @ 4k

e Equivalent to XPX with 7 = {(1,0,1,0),(3,0,2,0), (5,0,4,0)}

— P
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Application to MAC: Adjusted Chaskey

k M M, M, 2k 2%

0

0

e Extra P-call
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k M, M, M, 2k 2%

0

0

e Extra P-call
e Based on XPX with 77 = {(0,1,0,1), (2,1,2,0), (4,1,4,0)}
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Application to MAC: Adjusted Chaskey

k M, M, M, 2k 2%

0

0

e Extra P-call
e Based on XPX with 77 = {(0,1,0,1), (2,1,2,0), (4,1,4,0)}
o(5) ()

Chaskey| —— | XPX | —= P
d-rk P g-rk

24 /30



Application to MAC: Adjusted Chaskey

k M, M,

0

0

e Extra P-call

e Based on XPX with 7/ = {(0,1,0,1), (2,1,2,0), (4,1,4,0)}

o(5) o(5)

Chaskey| —— | XPX | —=

P-rk

e Approach also applies to Keyed Sponges

Cb@—rk

2k

P
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Security Beyond Birthday Bound?

o All results so far: up to birthday bound
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Security Beyond Birthday Bound?

o All results so far: up to birthday bound

e Security of AE’s is mostly dominated by security of E
e For some AE’s (e.g., OCB, pOMD, ...):

AE

o(s)

s

E

o(5)

—t

FEorP
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Security Beyond Birthday Bound?

o All results so far: up to birthday bound

e Security of AE’s is mostly dominated by security of E
e For some AE’s (e.g., OCB, pOMD, ...):

AE

Can we improve this?
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BBB Tweakable Blockciphers from Blockcipher

ha(t) ha (B @ha(t) By (D)@, (t) hy(t)
~>£—> kl l kz }—) ~>£—> kp ‘)L
m E D E ...... E c

e LRW;[p]: concatenation of p LRW;'s

® ki,...,k, and hq,...,h, independent
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BBB Tweakable Blockciphers from Blockcipher

ko ks N
Jhlﬁ L
- =L

LRW;[p]: concatenation of p LRW;'s

® ki,...,k, and hq,...,h, independent

e p=2: secure up to 22"/3 queries [LST12,Prol4]

p > 2 even: secure up to 2°™/(PT2) queries [LS13]
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BBB Tweakable Blockciphers from Blockcipher

e Minematsu [Min09]:

tO"t———>..j§r.!———:;;i...

m —————>] E ———>cC

e Secure up to max{2%2 2"~ I!I} queries
e Beyond birthday bound for [t| < n/2
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BBB Tweakable Blockciphers from Blockcipher

e Minematsu [Min09]:

f —

leOn—\m E
I e N

m —)%—)
t1]|ts

ty

o

ty

e Secure up to max{2%2 2"~ I!I} queries
e Beyond birthday bound for |t| < n/2
o Tweak-length extension possible by recent XTX [MI09]
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BBB Tweakable Blockciphers from Blockcipher

e Mennink [Men15]:

z z

QL E
t k t k
i
m —> E D—> ¢ m —>p B D—> ¢
Secure up to 22/% queries Secure up to 2" queries
(one ®, one E) (two E's)
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BBB Tweakable Blockciphers from Permutation

e TEM[p]: concatenation of p TEM-like's
e Pi,...,P,and hy,...,h, independent
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BBB Tweakable Blockciphers from Permutation

hl (t)

I (£)@hs(t)
m P \,l/ P

TEM[p]: concatenation of p TEM-like's
e Pi,...,P,and hy,...,h, independent

e p=2: secure up to 22"/3 queries [CLS15]
p > 2 even: secure up to 2°"/(PT2) queries [CLS15]

29 /30



Conclusions

XPX

o Generalized tweakable Even-Mansour
e Various levels of security
o Single-key to related-key

e Many applications to AE and MAC

Optimal Secure AE?

e AE with cascaded LRW, or TEM: 2pn/(p+2) security,

but using p calls to E/P
o AE with Men,: 2" security,
using 2 calls but ICM security proof
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Conclusions

XPX

o Generalized tweakable Even-Mansour
e Various levels of security
o Single-key to related-key

e Many applications to AE and MAC

Optimal Secure AE?

e AE with cascaded LRW, or TEM: 2pn/(p+2) security,

but using p calls to E/P
o AE with Men,: 2" security,
using 2 calls but ICM security proof

Thank you for your attention!
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