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One-way Functions

/{0,1}Tn —{0,1}Tm is a one-way function if

Easy to compute /

I
x€40,1}" f(x)e{0,1}"

[i]ard to compute lfT—l

VPPT A: Prix<Ulin
/(A (x)))=/(x)]=negl(n)

Simplifying assumption: m=n.

I



(Target) Collision Resistance

Collision Resistance (CR)

Challenger Adversary
Sl & (x2) A4 ()
xx

CRJA H outputs 1 iff x=xl ANa(x)=hA(X)

Target Collision Resistance (TCR)

Challenger Adversary
h—$-—H hx YA (hx

TCRJA H outputs 1 iff x=xl AR(x)=hA(X) “LTL



CRHFsvs. UOWHFs

* His afamily of Collision Resistant Hash Functions
(CRHFSs) if VPPT A:Pr[CRIAH (1Tn )=1] =negl(n)
* His afamily of Universal One-Way Hash Functions
(UOWHPFSs) if VPPT A:Pr/[TCRIAH (1Tn )=1] =negl(n)

* Note: H is a family of functions (not a single one)

* UOWHFs are believed strictly weaker than CRH]
» CRHF's are UOWHF's
» OWFs imply UOWHF's but not CRHF's

* Yet, UOWHFs suffice for many applications

> Basing digital signatures on one-way functions alone!

» Cramer-Shoup PKE Schemes L@‘
> Statistical hiding _L



One-way Functions (OWF's)

A building block of many crypto applications

Pseudorandom functions Digital Stat ZK
permutatiopn<

NaorYung89,HHRVW10




&) Duality between PRGs and UOWHF's

Input (Iength 72)
length-preserving WLOG

average-case hardness

[HILL99]
[HRV10]
[VZ12]

[ROM90]

[HHRVW10]
shrinking

linput
TCR

output (length O (

output

Input (length O (

) expanding
pseudorandomness

OWFs —UOWHFs was established even earlier than OWFs —>l212Gs
But now efficiency improvement of UOWHFs lag much behind PRGs! M};



An overview of literature and our work:

~ UOWHFs from special one-way function:

black-box construction of UOWHF's

Work Output length | Key length

permutation
1-to-1 INYSol O(rw(logn))
one-way func

(arguably) more close lecy

known-regul t0 arbitrary one-way O(naw(log2 1)) O(w(logn))
one-way func  fypctions adaptive

| U(rw(1ogn )) O(nw(logn)) O(w(logn))
O(rmaw(1)) O(nraw(1)) O(naw(1))

nownhardnest Our work | NGO N D

work

unknown-regr .« [AGViz2} 0 (n)
one-way func .ion
weaklv-reocular O viv T2 1)




Universal Hashing

* Universal hash functions: H:{ /:{0,1} 772 —{0,1} 772 } (2=m
is universal if V41 #xJ2 :Pr JA<H [A(xI1 )=A(xi1 )] <2T
* E.g., H:{/2la:{0,1}Tn—>{0,1}Tm, Ada (x)=trunc(ax) ,ar
2Tn)}
trunc:{0,1} 772 —={0,1} 7722 outputs only the first m bits
* Well-known hashing properties (informal):

> (leftover hash lemma, unconditional indistinguishabilit

For any X€{0,1} 77 with Hloo (X)>m+d, we have /2(X)1is 2T—(
close to uniform (conditioned on a random /< 4).

> (injective hash lemma, unconditional TCR):
Definition: Max-entropy of X, denoted by HJ0 (X),=log|Supp @

Yy . . Y~(N AN 1 Y I XD 7y 4



OWPs > UOWHTFs [NYSol

* Assumption: (Z,&)-one-way permutation /:{0,1} 772 —{0,1}
Tn

* 'Tool: univer

H:{ /:{0,1} T2 -{0,1}Tn }
GO0 | Af ) erutn — L0 th( 1))

truncatin¥

* Statement: G:{ Z7unco/io f | Z1€ H}is a family of
(t—=nTO0(1), 2Ts-&)-universal one-way hash functions.

Reduction didn’t generalize to 1-to-1 one-way functions m



1-to-1 OWFs 2> UOWHF's
INY89,DY9o0}
* Assumption: (£,&)-1-to-1 OWF f:{0,1} 772 —={0,1}7/ ([>n)
* Tool:universal /)0 ,...Al/—n, where Ali{ 4l7:{0,1}T/—.
—{0,1}7/—i—1

X - Adl—n (.20 (f(x)
2 /1l[—n

* Statement: G:{/l/—7no---02l1 020 o f |20 €HIO ,---, ALl
—n€eHll—n}
is a family of (£—7270(1) ,0(&))-UOWHFs. @

Ia at £ Yal



Construction #1: 1-to-1 OWVF's 2

UOWHF's
* Assumption: (£,&)-1-to-1 OWF f:{0,1} 772 —={0,1}7/ ([>n)

* Tool:universal H={/:{0,1}7/-{0,1}7/ }

truncating function Z7unc{0,1}7/-{0,1} Tn—s

X - trunc(h(f(x)))

* Statement: G:{f7unceo /1o f | K€ H} is a family of
(t—=nT01),2Ts+1 £)-UOWHTFs.



The fraction of

Construction #1: proof skc.yf(x)}in

0117
* Assumption (equivalent to (£,£)-OWF /:{0,1} 7{12 —>}U)l, }

T/):
V A of running time £:Priy T+ <{0,1}7/ [/nvT4A "  ood to
YIx )[<2T=(l=n) € show this
* Lemma: Any A that 2 7s £ -breaks the TCR of { £77u7nco /10 /}
implies /72074 (~-same efficiency as 4) such that

PriyTs <{0,1}7/ [/nvTA (yTx )efT-1 (yTx )] =22T—(/{—n
£

* Proofsketch.
/nvTA (yT+ ) works as follows:

1. Sample VT* <{0,1}7/, x<{0,1}Tn, T /h{ /Z(f(i’))%@

e I N0 e e NANI N L e ] XL L



&) Construction #1: proof sketch (cont’d)

/nvTA (yT+ ) works as follows:

1. Sample YT {0,137/, x~{0,1} T, T he{ /i: I f(x)) D A(
% )="0---0 Ln—s “v{0,1}T/—n+s L Li—n+s

(assume WLOG /(X)) # ) T*)

Claim: above sampling is equivalent to (/1”, /l, V) <—{0 , 1} Trn X HX {O , 1}
ITl—n+s

then determine J/T* from (/1", /Z, V)

2. Invoke X <A ( X, /2) and returns X’ .

Pel/nvTA (yTx , 22Ts£ by TCR) . [4outputs ¥, S2I=(E57, T 1
+5) ,
> Prid outputst': xT £XAA(F (1)) DA (X))-"0-0 —’-n—@t



Construction #2:
known-regular OWFs (with known hardness) >

* Assumption: (£,£)-QTr H(())'I) O%?Ff:{O,l} Tn—{0,1}Tn

with known 7and &
* Tool:universal 7/={/:{0,1}Tn -{0,1}Tn—7r—s" }
A1 ={A1:{0,1}Tn—-{0,1}Tr+sT —s }

(value of sT to determined later)
* Theorem: (={g:{0,1}Tn—>{0,1}Tn—s | g(x)=(A(/(x))

241 (x))}
is a family of (£—72270(1) ,2Ts—s =3+ I +1 &)-
UOWHFs. 27s &

Set s'=(s+log(1/£))/2 m



Construction #2:
known-regular OWF's (with known hardness) 2>

* Theorem: (={_g: {0,1}7\72U—(>)£8,{ 55?2—.5‘ [gx)=(CA2(f(x))

1 (%))}

is a family of (£—72270(1) 2 Ts—sT +27sT +1 &£)-
UOWHFs.

* Proof sketch.

VPPT A :Prix—{0,1}Tn , s H 11l « HI1 [X'<A(x,h71): xT
FxNg(xT )=a(x)1

< <27—(sT —s) by hashing lemma: log/fT—1 (y)|=r,2d1 (x)E
- OB AR F )= F (T D

INA

/41



Construction #3:
known-regular OWFs > UOWHF's

* Assumption:(Z,£)-(2 77 -to-1) OWF fwith known
7yunknown £
* ={g:{0,1}Tn>{0,1}Tn—s [ g(x)=(A(/ (X))l (X))}
with /2:{0,1} T2 ={0,1} Tn—r—sT , 241 :{0,1} T2 -{0,1} Tr+
—JS5 are

(—nt01) ,2Ts—sT +271sT +1 £)-UOWHFs.
NOT work any more! (need £to decide s7T')
* Remedy:Run g=w(1) copies of /. Then &'={g:{0,1}Tgn —
{0,1}Tg(n—logn) [g(x)=CA(f(x))./1 (x))}
where /2(f(x ))-(A(f (xI1 )),..., i(f(xig D)E{0,1} Tq(n—i”:ZI(

) m



Construction by {AGVi12]:
unknown-regular OWFs > UOWHF's

Assumption: (Z,£)-(2 T7 -to- I) OWF /withunknown 7 and
gexs Shoup

/
* A, I hdr '
541 542 bin+1l

° {gdx,5:{0,1}Tn+1 —{0,1}7n}is a family of UOWHF's
keyed by (1,5)€{0,1}70(n"log7n ) withinput 5!1 ...Hin

+1 ,output y€{0,1} 7. m

) ) p PR Y A W I N 'A“ML n{’l/)\ ‘rn'v 'n““‘-'a nf’)ﬂ ]f\fT 2




WEAKLY REGULAR OWFsIYGLWisl}

* [{0,1}Tn-YI1UY2U---UYin (Y =E{(y2T/—1 <|fT-1
WI<2T/})

[AGV12] assumes / is regular or at least almost-regular

(D Def (regular): Amax:Prd [/ (UIn )EYImax =1

(2 Def(almost-regular): 3max, Id=0(logn) :
Pr//(Uin )e(Yimax—d UYImax—d+1 U---U

Ydmax )/[=1—negl(7)

Construction #4 assumes (much) less: 3 or even

(3 Def (weakly-regular):3¢>0, Imax:

Pr//f(Uin)eYimax [>nT—c & Pr[f([/ln)E(Y\lmax+ﬁ1
Ydmax+2 U---UYin )/ =0 8




Construction #4:
weakly-regular OWFs > UOWHF's
Assumption: weakly regular OWF /:{0,1}772—->YI1 UYI2 U---L
Yin, ie.3c=0, Amax:Pr//(U/in )eYimax [ =nT—c &Pr[f(
Uin )e(Yimax+1U---UYin) /=0

Construction:

* Step 1: Construct a family of almost-regular OWFs /={
Au:{0,1})Tn-{0,1}Tn [ uc{0,1}T0(rlogn) } from /
* Step2.Plug /lu < Finto [AGV12].

Parameters:
> keylength O(7logn )

> output length O0(72) m

N PNV 1\ MATTETY | 11



Constructing almost-regular one-way functions
from weakly one-way functions

Slu ue{0,1}70(n:logn)
o BﬁG \
J J J
1 2 n
T

One-wayness: VPPT A:Priu<{0,1}T0(n’log: ), y—/flu(
Uin) [A(wy)Eflul -1 (y) ] = negl(n)(

Proof adapted from [YGLW15]
Almost-regularity: )

VE>0:Priu—l, x<{0,1}Tn [2Tmax /B </fIul T-1 (m
(v I<? Trmrov-B1=1—2/1)/5 —»nea/l )



Open problem

How to construct UOWHF's with key and output o0 (7277 )
from any one-way function?

The currently best [HHRVWi10}l-UOWHEF is dual to the
PRG (from any OWF) by {lHILL99,Holensteino6}.

However, PRGs have been significantly improved recently
({HRV10,VZi2]) via “next-bit pseudoentropy”.

Can more efficiently UOWHF's be constructedin a
symmetric fashion to [HRV10,VZ12}?

il






