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MAC

* Message Authentication Code
— Data integrity and data origin authentication

* Constructions
— Block cipher-based: CBC-MACs, PMAGC, ...
— Hash-function-based: HMAC, NMAC, ...
— Universal-hash-function-based: UMAC, ...
— Dedicated: Alpha-MAC, ...



MAC Security

* Unpredictability, Pseudorandomness

* APRFisasecure MAC
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PMAC Security

O(g°L?/2") —=> Of(qg°L/2")

PMAC is less sensitive for L
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PMAC Plus

* 3 block cipher keys, essentially serial

e 2n-bitinternal state, PRF secure up to O(22"/3)
M[1] M]2] M[m—1] M[m]
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PMAC_Plus Security

° O(q |_/2n+q3|_3/22n)
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Birthday bound and beyond
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Birthday bound and beyond

ggﬂﬁz; n=64 n=128 n=256
(qL)2/2" 32 64 128
(qL)3/220 42.7 85.3 170.7

(qL)9*t/29n | 64d/(d+1) | 128d/(d+1) | 256d/(d+1)

gL/2" 64 128 256




Reducing Key Size

* Introducing a key generation function
— K1, K2, K3< f(masker Key)

* Extra costs
e Pseudorandomness of f

* Using tweakable block ciphers
— Dedicated construction no provable security
— Beyond-birthday-bound design

* Keysize
 Several normal BC calls



PMAC-Double: lllustration
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* One key by minor changes on PMAC_Plus
* PRF secure up to O(gL/2"+qg3L3/2%"+q*L?/23")



Comparison with PMAC_Plus
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 Two less keys, -3+1 double operations
* Introducing Fix0, Fix1
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