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Agenda 

This talk contains two results 
 

1. Initial Keystream Biases of RC4 and Its Applications 

    (From FSE 2013)   

   #The full version will appear in IEICE journal 2014 

 

 

 

2. Advanced Plaintext Recovery Attacks on RC4  

    (From SAC 2013) 

Kobe University 

-T. Isobe, T. Ohigashi, Y. Watanabe, M. Morii “Full Plaintext Recovery Attack on Broadcast RC4”, FSE 2013  
 
-T. Isobe, T. Ohigashi, Y. Watanabe, M. Morii “Comprehensive Analysis of Initial Keystream Biases of RC4”, 
 IEICE Journal,  to appear 
   

 
-T. Ohigashi, T. Isobe, Y. Watanabe, M. Morii “How to Recover Any Bytes of Plaintext on RC4”,  SAC 2013 
   



RC4 Stream Cipher 

Stream cipher designed by  Rivest in 1987 

One of most famous stream ciphers  

• SSL/TLS, WEP/WPA and more 

 

Typical Parameter  

Key size : 16 bytes (128 bits) 

State size : 256 bytes 
 

Consist of  

Key Scheduling Algorithm (KSA) 

Pseudo Random Generator Algorithm (PRGA)  
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Pseudo Random Generator Algorithm  
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Known Results 

Over the past 20 years, a number of results were published! 
 

State Recovery Attacks [KMPRV98, MK08] 

 

Distinguish Attacks [FM00, M’05, SVV10, SMPS12] 

 

Plaintext Recovery Attacks [MS01, MPS11] 
 

Other Attacks   

Key Collision [M’09, JM11] 

Key Recovery from Internal State [SM07, BC08] 

Weak Keys [R’98] 

Related Key Attack [JM12] 
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Initial Keystream Biases of RC4 
 and Its Applications 

(From FSE 2013)  

Kobe University 

-T. Isobe, T. Ohigashi, Y. Watanabe, M. Morii “Full Plaintext Recovery Attack on Broadcast RC4”,  
  FSE 2013  
 
-T. Isobe, T. Ohigashi, Y. Watanabe, M. Morii “Comprehensive Analysis of Initial Keystream Biases of RC4”, 
 IEICE Journal,  to appear 
   



Summary of Our Results 

Comprehensively analyze initial biases of keystream 

=>  Find several new biases 

 

Theoretical :  Prove “Why such biases occur in RC4?” 

Experimental : 240 independent key test  

 

Applications  

Plaintext Recovery Attack [FSE 2013]  

Distinguishing Attack [IEICE] 

Key (State) Recovery Attack [IEICE] 
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Known Biases of Initial Keystream  

 

1st byte bias  

Not uniform distribution  

• Experimentally found [Mir02] 

• Theoretically proofs [SMPS13] 

 

2nd byte biases [MS01] 

Strongly Biased to “0” 

 

 

3rd to 255th byte biases [MPS11] 

Biased to “0”  
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Value of Z2 

Probability 

2/N 

1/N 

0 N-1 



3D View of Keystrem Biases 
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This figure is created by Jiageng Chen  
 



New biases 
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This figure is created by Jiageng Chen  
 

Our Results 
Find four types of new biases, and give theoretical reasons.  
 (Recent results [A+13] only shows experimental results) 



New biases 

Kobe University 

This figure is created by Jiageng Chen  
 

Our Results 
Find four types of new biases, and give theoretical reasons.  
 (Recent results [A+13] only shows experimental results) 

1. Conditional bias regarding Z1  
When Z2 = 0,  Z1 is strongly biased to “0” 
   - Pr (Z1 = 0| Z2 =0) = 2-8 (1 + 0.5)  

 



New biases 
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This figure is created by Jiageng Chen  
 

Our Results 
Find four types of new biases, and give theoretical reasons.  
 (Recent results [A+13] only shows experimental results) 

 2. Z3 = 131 
       Pr (Z3 = 0)    =  2-8 (1 + 2−9.512) [MSP11] 
       Pr (Z3 = 131) = 2-8 (1 + 2−8.089)  

 



New biases 
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This figure is created by Jiageng Chen  
 

Our Results 
Find four types of new biases, and give theoretical reasons.  
 (Recent results [A+13] only shows experimental results) 

 3. Zr = r 
  Exists form 3 to 255 bytes similar to Zr = 0 

   Stronger than Zr =  0 for 5 ≦ r ≦ 31 

 



New biases 
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This figure is created by Jiageng Chen  
 

Our Results 
Find four types of new biases, and give theoretical reasons.  
 (Recent results [A+13] only shows experimental results) 

4. Extended key length bias 
  A extension of key-length dependent 

   biases [SVV10, SMPS11]   
   => Zr = -r for r = 16, 32, 48, 64, 80, 96, 
112  
 



Other New Biases 

Experimentally found other two types of biases  
 

Z256  =  0 

• Negative biases 

• Pr(Z256 = 0) =  2-8 ・(1 - 2-9.407) 

 

Z257  =  0 

• Pr(Z256 = 0) =  2-8 ・(1 + 2-9.531) 

 

 However,  no theoretical reason…orz 

Kobe University 

Recently these biases are proved  
by Sarkar, Sen Gupta, Paul and Maitra [SSPM13] 



Strongest Single-byte Biases 

List of strongest single-byte biases in first 257 bytes 
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Applications to  
Plaintext Recovery Attack 
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Plaintext Recovery 

Plaintext Recovery in Broadcast Setting 

Broadcast setting 

Same plaintext is encrypted with different (user) keys 

 

 

 
 

 

Plaintext Recovery Attack 

Extract plaintext from ONLY ciphertexts encrypted by different keys  

Passive attack   

• What attacker should do is to collect ciphertexts   

• NOT use additional information such as timing and delays. 

Kobe University 

Ciphertext 
Plaintext 

P 

C1 

C2 

Cx 

P C1 
C2 Cx Plaintext Recovery 



Idea for Plaintext Recovery Attack [MS 01] 

 

Relation in each byte 

             => “Ci = Pi XOR Zi” 

If Pi is fix, the distribution of Zi maps to Ci 

If Z3 = 131, then C3 = P3  XOR 131    

Most frequent value of C3 is P3 XOR 131 
 

 

Algorithm : Plaintext Recovery Attack 
      1. Collect X ciphertexts C(1),…, C(X) 

      2. Count the values of Ci and make a frequency table  

      3. Regard Most frequent values of Ci as Pi XOR Z’x 

              Z’x : strongest biased value in our table.  

Frequency Table of C3 

0 255 

131 

Prob. 

1/256 

0 255 

C3 = P3 XOR 131 ? 
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Experimental Results 

Experiment for 256 different plaintexts in the cases where 26,. . . , 235 

ciphertexts with randomly-chosen keys are given. 
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Experimental Results 

Experiment for 256 different plaintexts in the cases where 26,. . . , 235 

ciphertexts with randomly-chosen keys are given. 

Kobe University 

Given 232 ciphertexts with different keys, 
first 257 bytes of the plaintext are recovered 
 with probability of more than 0.5 



Other Plaintext Recovery Attack 

How to Recover later byte (after 258 bytes)? 
 

 

 

 

 

 

 

 

Use Mantin’s long term bias  

Occur any bytes of a keystream 
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P1, P2, , …, P256, P257,     P258,  P259 

Plaintext Recovery Attack  
Using Initial Biases 

？？？ 

… 



Mantin’s Long Term Biases  

Digraph Repetition Bias 

Known strongest long term bias 

Same pattern appear after G bytes  

Kobe University 

….ABHLWECTSDGAB…. Key Stream 

gap G 

G=0 
G=1 
G=2 
 
G=253 

bias 

Zt || Zt+1 = Zt+2+G || Zt+3+G 

strong 

weak 

Probability (ideal)   :  1/N2 

Probability (RC4)    :  1/N2(1 + p) 



Our Method 

Relation for plaintext recovery attacks 
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Our Method 

Relation for plaintext recovery attacks 
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Assuming Zt || Zt+1 = Zt+2+G || Zt+3+G,  (Mantin’s relation) 
 



Our Method 

Relation for plaintext recovery attacks 
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(Cr|| Cr +1)  (Cr+2+G || Cr+3+G )  = (Pr|| Pr+2)  (Pr+1 || Pr+3+G)  

Assuming Zt || Zt+1 = Zt+2+G || Zt+3+G,  (Mantin’s relation) 
 

P1, P2, , …, P256, P257,     P258,  P259 

Know bytes 

Guess by using long term bias  
with parameters G = 0, 1, …66   

Recover 

Ciphertexts 

C(1) 



Experimental Results 

Experimental 

P258,..,P261 are recovered from 234 ciphertexts 

 

 

 

 

 

 

 

 

Theoretical  
Given 234 ciphertexts with different keys, 1000 TB bytes of plaintext  

    are recovered with probability of 0.99 
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Advanced Plaintext Recovery Attacks on RC4 
(From SAC 2013)  
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-T. Ohigashi, T. Isobe, Y. Watanabe, M. Morii “How to Recover Any Bytes of Plaintext on RC4”, 
 SAC 2013 
   



Overview 

Previous Plaintext Recovery Attack (FSE 2013) 

Exploit biases in initial bytes of keystream 

 

 

 

 

 

 

If first bytes are disregarded, it seems to be secure 

Countermeasure : RC4 –drop(n) 
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P1, P2, , …, P256, P257,     P258,  P259 

Plaintext Recovery Attack  
Using Initial Bias 

Mantin Bias 

… 

RC4 Key Z1, Z2 ,….., Zn , Zn+1,….., 

First n bytes are disregard  



Advanced Plaintext Recovery Attacks 

Two types of plaintext recovery attacks on RC4-drop 
 

 

Method 1 : Modified FSE 2013 Attack 

Use partial knowledge of a plaintext 

Works even if first bytes are disregarded 

 

 

Method 2: Guess and Determine Plaintext Recover Attack 

Combine use of two types of long term biases     

Do not require any knowledge of plaintext 
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Method 1: Plaintext Recovery Attack  
using Known Partial Plaintext Bytes 

Simple extension of FSE 2013 attack 

generalize FSE 2013’s attack functions based on Mantin’s biases 

Use Mantin bias with partial knowledge in forward and backward 
manner   

Kobe University 

Pr-X  …  Pr-2  Pr-1  Pr  

Partial knowledge of  
a target  
(consecutive X bytes) 

Recover 

Recover 

Backward attack function 

Forward attack function 

Ciphertexts 

C(1) 

Pr  Pr+1  Pr+2 …  Pr+X 



Experimental Results 

Kobe University 

Probability for recovering the target byte, given X bytes of 
knowledge of the plaintext 

ex.) Given only 6 bytes of knowledge of a plaintext,  
       other bytes are recovered with 234 ciphertexts 

P
ro

b
a
b
ili

ty
 

# of known partial plaintext bytes (X) 

0
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2^31
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Pr-X  …  Pr-2  Pr-1  Pr  
Recover 

X = 3, 4, …, 66 



Method 2: Guess and Determine  
Plaintext  Recover Attack 

Kobe University 

Based on two types of long-term biases 

Mantin’s long-term bias (ABSAB bias) 

Fluhrer-McGrew bias in FSE 2000 (FM00 bias) 

Pr-X  …  Pr-2  Pr-1  Pr  
Recover 

Pr  Pr+1  Pr+2 …  Pr+X 

Recover 

Pr-1  Pr  
Pr-1  Pr  

Recover Recover 

Attack function based on ABSAB bias (the same as the first attack) 

Attack function based on FM00 bias (NEW) 
(FM00 bias : 2-byte conditional bias) 

fFM00_B() 
fFM00_F() 

fABSAB_F() fABSAB_Ｂ() 



Attack Procedure 
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1. Guess the value of Pr 

Pr-12  …  Pr-2  Pr-1  Pr  

Step 1: 
   Set a candidate of Pr 

Target byte 



Attack Procedure 
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1. Guess the value of Pr 

2. Guess X bytes of the plaintext from Pr (guessed in Step 1) by FM00 bias 

 

Pr-12  …  Pr-2  Pr-1  Pr  

Step 2: fFM00_B() 
Step 1: 
   Set a candidate of Pr 
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Attack Procedure 

Kobe University 

1. Guess the value of Pr 

2. Guess X bytes of the plaintext from Pr (guessed in Step 1) by FM00 bias 
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Attack Procedure 
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1. Guess the value of Pr 

2. Guess X bytes of the plaintext from Pr (guessed in Step 1) by FM00 bias 

3. Guess P’r from Pr-x, …, Pr-1 (guessed in Step 2) by ABSAB bias 

Pr-x  …  Pr-2  Pr-1  Pr  

Step 2: fFM00_B() 
Step 1: 
   Set a candidate of Pr 

Step 3:  
    fABSAB_F() 

P ’r 



Attack Procedure 
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1. Guess the value of Pr 

2. Guess X bytes of the plaintext from Pr (guessed in Step 1) by FM00 bias 

3. Guess P’r from Pr-x, …, Pr-1 (guessed in Step 2) by ABSAB bias 

4. If P’r is not equal to Pr guessed in Step 1, the value is wrong.  

  Otherwise the value is regarded as a candidate of correct Pr 

Pr-x  …  Pr-2  Pr-1  Pr  

Step 2: fFM00_B() 
Step 1: 
   Set a candidate of Pr 

Step 3:  
    fABSAB_F() 

P ’r   

Step 4: Compare 



Experimental Results 
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Probability for recovering a byte of a plaintext on 

    RC4-drop(3072) 

Obtained from 256 test  

# of ciphertexts: 232, 233, 234, 235 

Target Plaintext byte in this experiment: P128 

 

- Given 235 ciphertexts,    
      => recover any plaintext byte with probability close to one 
- Given 234 ciphertexts,  
      =>recover any plaintext byte with probability of about 0.91 



Conclusion 

This talk introduced two recent results on RC4 
 

 -Initial Keystream Biases of RC4 and Its Applications 

    (From FSE 2013 and IEICE Journal)     

  

 

 

-Advanced Plaintext Recovery Attacks on RC4-drop 

     (From SAC 2013） 
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P Plaintext Recovery 

234 ciphertexts 
Consecutive 1 tera bytes 

C(1) C(2) C(x) 

P 
Plaintext Recovery 

235 ciphertexts 
ANY byte 

C(1) C(2) C(x) 


