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Introduction

* What is PRINCE

o A lightweight block cipher published at ASIACRYPT
2012

o Based on Even-Mansour-like and more importantly
FX construction

o 128-bit key, 64-bit data
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Introduction
» Specification of PRINCE

o Key expansion:

k = (kollk1) = (kollkollks), ko = L(ko)
e L(x)=(x>1) D (x >» 63)
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Introduction

» Specification of PRINCE

o 12-round SPN structure in PRINCE
o Symmetric construction

o Round constants are related
RC; ® RCy1_; = a = 0xc0ac29b7c97c50dd

o a-reflection property
Dotk () = Exdjikotiir@a ()
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Introduction
» Claimed Security of PRINCE

o Single-key attack: 247"
 When 2™ queries are made
o Related-key attack: No bound claimed

* Only a trivial related-key distinguisher is
given
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Related-key Attacks on full PRINCE

* k= (kollkq), k" = (kollky D a)
* Property 1. Let C = PRINCE,(P),C' = PRINCE,(P").
C@P, :ko@L(ko) :>C’@P :ko@L(ko)
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Related-key Attacks on full PRINCE

kOrkl
Pi <« PRINCE <—Ci
232 x X;

Pj’—> PRINCE }—C
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A collision X; = Y; suggests that Z = C; @ P; is
a possible candidate of ky @ L(k,)
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Related-key Boomerang Attack on PRINCE

core

* Property 2. For the S-box of PRINCE, optimal input-
output differences holds with probability 272

Ay= M(Ap)




Related-key Boomerang Attack on PRINCE

 The distinguisher A4

p = (2—2)6 - 2—12

(pg)* =278

q= (2—2)6 - 2—12
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Aq
6-round Iterative
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A |
L linear layer
/A /A
Az AZ . .
o6-round Iiterative
differential path
A A
Y/V v/2/)

Experimental probability (amplified) ~ 2736



Related-key Boomerang Attack on PRINCE

core

* Key recovery . A,
1A A

o Choose distinct difference
positions in A; and A,

o Find 8 boomerang quartets
to cover all the 16 nibbles in
the key

o Complexity: 8 - 23° time and
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Single-key Attack on PRINCE.,. with chosen-a

core

* The a-reflection property

o In single-key attack, the decryption oracle can be
used as related-key encryption oracle

Dy, (X) = Ej, @a(X)
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Single-key Attack on PRINCE_ .. with chosen-a
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" a=key difference K kDa
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Single-key Attack on PRINCE_,,. with chosen-a

» Key differences have to be the same In the
top and bottom paths

o Amplified probability becomes 2740

« Cannot choose position of the active nibble

o Fixed by the chosen value of a
o Can only recover a single nibble of the key

Need 2 boomerang quartets to determine the

value of the key nibble
o Complexity 2 - 2*% to recover one nibble

* There are 240 possible choices for
o The a chosen by the designers is not in the 240 values
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Single-key Attack on Full PRINCE with 21264=n

 Linear relations with probability of 1

o From FX construction
Ex 1k, (P) = Ex @k, (P D A) D L(A)

or Dy 11, (C) = Dy ek, (C © L(A)) D A
o From the a-reflection property
Dol (€) = Eiq ik @a(C @ ko @ L(ko)) @ ko @ L(ko)



Single-key Attack on Full PRINCE with 21264=n

* (P, () is a known plaintext-ciphertext pair

* One offline computation to test 4 keys:
o Ey i, (P) =C
olf§=C"@ C #0, let
X=L'POCDky),Y=PODC D Lk,
obtain the other three equations:
Evari(), (P B LTH(®) =C
Dy ik, 0a(C) =C'" @ Lkg) L' (PDC D ky) = P?
Eyijk,0a(P) =P D ko ®L(P D C' @ L(ky)) =C?



Single-key Attack on Full PRINCE with 21264=n

« Speeding up the key recovery
o One query: Time complexity 21%¢-*7  Claimed bound 2*47
o Two queries: Time complexity 212>47 Claimed bound 2126

* A proven new bound
o With 2™ data, the bound is 2146477
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Integral Attack on 6 rounds

* 6-round integral attack
o Similar technique as in original SQUARE attack
o 4-round integral path
o 2-round guess of key nibbles

Cipher-
text

> 4 rounds BIBIBIB! 2 rounds |€¢—

> > > >

Guess part of the key
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A Memory-Data Trade-off

k L(k
0 K, (ko)

% | POko=A _ LP)®LA) = Llk)
P PRINCE,, . E>€B—> C B®L(ky)=C B® C = L(ky)

A
= LP)PC=LA) DB

online offline

29 known plaintext-ciphertext pairs  For 264~% values of 4 and 2%% k;,
build a table (size 21%8-%)

N = 2128,P — 2128_d,M — 2128_d,T — 264,D - 2d

DM =N,T = NY2 M > N1/2



Time-Memory-Data Trade-offs

 Hellman’s trade-off

k1

ot tables with m x t sizes 4 ™

PRINCE

core
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N=2""T=t*M=mt
TM? = N*
o Bullt for given plaintext A



Time-Memory-Data Trade-offs

 Build Hellman’s table for chosen values of A

k1

L(ko)
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ko
P —>$1—4> PRINCE,,,,

—>b— C
B

T(MD)Z = NZNl/2 better than Hellman’s TO when D > N/4

* Hellman’s single table trade-off

TMD = NN 1/2  petter than Hellman’s TO when D > M /N1/2



Summary

Integral
5 5 - 24 264 28 Integral
6 216 264 216 Integral
12 21 212547 negl. Single-Key
PRINCE
12 233 264 233 Related-Key
12 MD = N,T = N1/? Memory-Data Trade-off
12 T(MD)? = N2N1/? Time-Memory-Data Trade-off
12 TMD = NN'/2 Time-Memory-Data Trade-off
4 24 28 24 Integral
5-2% 264 28 Integral
PRINCE,,,. 6 216 264 216 Integral
12 239 239 239 Related-Key Boomerang
12 241 241 negl. Single-Key Boomerang, Chosen «a



Thank you for your attention!



