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An Overview of the Arch
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What can we do?
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Designing an Attack
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Designing an Attack
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Extending the Attack
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Why does it work?
 There are four instances of
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The gain of the attack
 Relation between key byte
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How about Shuffling?
 Shuffling is done on the orde

 Using combing [what’s combg g [
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How about Masking?
 Looking into the 
literatures

 smallest masked AES 
S‐box by Canright and 
Batina

 1st order leakage is 
obvious because of 
glitches
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Results when masking is

WAC 2010 | Singapore | 3. December 2010                                                    

 implemented

20                                   Amir Moradi



Embedded Security Group

Masking combined with 

 Using combing
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First Hints
 The attack works when an 
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Results of on 128‐bit arc
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How about unrolled imp
 two rounds per clock cycle
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Second Hints
 The attack still works on so
unrolled implementations

 To avoid such an attack it is
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– the result will avoid sim
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 The world still is not enoug
– at the end of the day a– at the end of the day, a
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Thanks!
Any questions?
Thanks to my colleagues:
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