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Classical Side‐Channel At
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Classical Side‐Channel At
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What is a Side‐Channel B
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Side‐Channel Based Coll
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Side‐Channel Based Coll
 Presence of countermeasu
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Side‐Channel Based Coll
 Implementation platform: 
 Target algorithm: the AES e
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An Overview of the Arch
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How do the power trace
 8‐bit architecture

 32‐bit architecture32 bit architecture
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Side‐Channel Based Coll
I l i l f Implementation platform: an
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What can we do?
[Usually a DPA/CPA using HD/
 Before developing an attac

– First, averaging based o
• 256 mean traces for eac
• Variance over mean trac
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Designing an Attack
 Supposing knowing a key byte,

corresponding Sbox input byte

 For another plaintext byte (unk

 How are these mean traces rel
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Designing an Attack
 The mean traces for the unk

generated for each key byte 
 The correct key byte can be f
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Extending the Attack
 If the first key byte (for the

known, what we recover is t
k b k k btwo key bytes: k1+k2 , beca

– The same attack shown
possible collisions!

WAC 2010 | Singapore | 3. December 2010                                                    

e first mean traces) is not 
the linear difference between 

f dd dk f AESause of addroundkey of AES
n on μC but using all             

15                                   Amir Moradi



Embedded Security Group

Why does it work?
 There are four instances of

– The power consumption c
instance of the S‐box is us

– Power consumption of an
compared to itself in diffe

 What does happen for larg
– The same netlist for the S
placement and routing, b

• Small differences on power
different instances of the S‐
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The gain of the attack
 Relation between key byte

– 8‐bit arch. → 15 relaƟons
key

– 32‐bit arch. → 12 relaƟon
bit key

 How to get the correct key
– A pair of plain‐/ciphertext
– Continue the attack on th
each key candidate
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How about Shuffling?
 Shuffling is done on the orde

 Using combing [what’s combg g [
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How about Masking?
 Looking into the 
literatures

 smallest masked AES 
S‐box by Canright and 
Batina

 1st order leakage is 
obvious because of 
glitches
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Results when masking is
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Masking combined with 

 Using combing
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First Hints
 The attack works when an 
shared for a computation o

 Try to avoid Sbox [hardwar
– going through round‐bag g g

• 128‐bit architectures
• even unrolled architectu
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Results of on 128‐bit arc

 t hi d f ll k b t not achieved for all key byt
– because of difference b
instances of Sbox
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How about unrolled imp
 two rounds per clock cycle

 th d l k l three rounds per clock cycl
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Second Hints
 The attack still works on so
unrolled implementations

 To avoid such an attack it is
different netlists for differe
– the result will avoid sim
consumption of differep

 The world still is not enoug
– at the end of the day a– at the end of the day, a
will recover the secret!
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Thanks!
Any questions?
Thanks to my colleagues:
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Thomas Eisenbarth
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